Sensitive But Unclassified (SBU) when completed

IP Operational Network (IONet)
Access Control Compliance Checklist

   Completed by: ____________________
Date Completed: ___________________
NOTE: The term "information system" according to NIST  refers to "a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information." 
A. CONFIGURATION  

1. Name the Information system (IS): 

2. Describe the purpose of this IS.

3. A physical description of this IS is required. Attach a legible block diagram(s) that identifies PCs, workstations, servers, bridges, routers, gateways, firewalls, external interfaces to the IS, and connections to other networks. These diagrams should indicate the physical location of each major component of this IS. The diagrams should also show the data flows with the direction of those flows. Identify the ownership and management responsibility of each device.  Electronic versions are required.  (SC-7) 
4. Describe the security methods (both hardware and software) that are in place to protect this IS (not NISN) and the attached networks. If firewalls are used, identify all components of the firewall design (Authentication Server, Screening Router, Bastion Host, Application Proxy Servers, and/or others).(SC-7)
5. 
If this is a new connection, where will these new IS connections be made? (SC-7) 
 Open IONet: Y/N ___

Closed IONet: Y/N ___

Restricted IONet: Y/N ___ (SC-7) 
Don’t Know:   Y/N___

6.
If this is an audit, where is the IS connected right now? (SC-7) 
 Open IONet: Y/N ___

Closed IONet: Y/N ___

Restricted IONet: Y/N ___ (SC-7)

7. Is software development or system testing performed on or with this IS? 

8. What is the FIPS-199 categorization of the IS? (high, moderate, or low) (RA-2)
9. Please provide a copy of the IS procedure for incidence response. (IR-1).
10. PHYSICAL SECURITY (PE)

a.
What physical security barriers are in place (e.g., office doors are locked when not occupied or after normal work hours) (PE-1)?  Explain: ___________________________________________________
b.
Do you train employees to challenge unknown personnel encountered in the work area? (PE-2)  Y/N: _____

c.
Do personnel have to be authorized before access? (PE-2_______

d.
Is physical access to network components limited to authorized personnel only? (PE-2) Y/N: _____

e.
Are visitors escorted in the IS facilities? (PE-7)_______

f.
Is an access log kept to log visitors into the IS facilities? (PE-8)

11. Contact Information:(RA-2)
a.
Identify (Federal) System Owner 
               Individual                 Title                              Organization                       Phone #
    Email
b.
Identify by title or position the individuals responsible for security of the IT resource, including the System Administrators, Network Administrators and Computer Security Officer (CSO)
               Individual                 Title                              Organization                       Phone #
    Email
c.
Phone number of the Mission Operations Center (MOC) or facility (ies) where the IS will/is physically located
12.  How long does the IS require this connection? (SC-7)
Launch __________
Early Orbit _______
Long Term _______
B.   NIST SECURITY
	Questions: 
	Yes
	No
	Comments

	1. Does the IS security plan address all the NIST controls (as defined in the latest revision of NIST SP 800-57) for its security baseline (i.e., High, Moderate, or Low)? (PL-1)   
	
	
	

	2. Does the IS have policies for granting privileged user accounts? (AC-2)
	
	
	

	3. Does the IS use encryption?   What kind of encryption does it use? (AC-3)
	
	
	

	4. Does a user have only the access rights required to perform their activities (i.e., only those accounts that need to be privileged are privileged)? (AC-6)
	
	
	

	5. Does the IS limit the ports and protocols it is using to least possible number?  What ports and protocols are permitted?  (AC-6)
	
	
	

	6. Is a user account disabled after 5 successive failed logins? (AC-7)
	
	
	

	7. Is the user account disabled until a system administrator resets the computer or 30 minutes have elapsed? (AC-7)
	
	
	

	8. Does the screen lock with password protection after 15 minutes of inactivity?  If no, then why not? (AC-11)
	
	
	

	9. Is the IS remotely controlled from another location?   How is the remote control implemented? (AC-17)
	
	
	

	10. Does the IS log the use of privileged user accounts? (AU-2)
	
	
	

	11. Are access failures to system, files, objects, and resources logged? (AU-2)
	
	
	

	12. Are the logs automated to alert members immediately of a suspicious circumstance? (AU-6)
	
	
	

	13. Are audit logs limited to people with a need to know? (AU-9)
	
	
	

	14. Do system administrators review their logs daily or at least weekly? (AC-13) (AU-2)(AU-6)
	
	
	

	15. Does the IS keep audit logs for at least one year? (AU-11)
	
	
	

	16. Does the IS have any workstations with more than one NIC card?   Explain. (CA-3)
	
	
	

	17. Does the IS produce a self-assessment with deficiencies?
	
	
	

	18. Does the IS have a plan of action and milestones for correcting deficiencies discovered in the self-assessment? (CA-5)
	
	
	

	19. Is the IS authorized to operate?  (CA-6)
	
	
	

	20. Does the IS uniquely identify and authenticate users? (IA-2)
	
	
	

	21. Are the IS passwords at least 8 characters in length and composed of numbers, lower case letters, uppercase letters and special characters? (SI-10)
	
	
	

	22. Does the IS change its password for privileged accounts every 90 days? (IA-5)
	
	
	

	23. Does the IS change the user accounts every 90 days? (IA-5) 
	
	
	

	24. Does the IS use 2-factor authentication? (IA-2)
	
	
	

	25. Is there a policy and request form for obtaining a user account on the IS resource? (AC-2)
	
	
	

	26. Does the IS have rules of behavior?   Does everyone have to sign that they conform to them? (PL-4)
	
	
	

	27. Does everyone have at least a  National Agency Check with Investigation (NAC-I) who has access to the IS facility? (NPR 1600.1, PS-3)
	
	
	

	28. Does the IS sanction employees who do not obey the rules?  How? (PS-8)
	
	
	

	29. Does the IS have a written risk assessment? (RA-3)
	
	
	

	30. Does the IS fix vulnerabilities that are uncovered during vulnerability scanning? (RA-5)
	
	
	

	31. Does the IS control the use of software on the IS facility devices?  (SA-6)
	
	
	

	32. Does the IS allow user-installed software on the IS facility devices?  (SA-7)
	
	
	

	33. Does the IS system protect itself from denial of service (DoS) attacks? (SC-5)
	
	
	

	34. Does the IS prevent users from launching DoS attacks? (SC-5)
	
	
	

	35. Does the IS have some form of boundary protection set up?  If so, explain. (SC-7)
	
	
	

	36. Does the IS have any servers that the public logs into? (SC-7)
	
	
	

	37. Does the IS use Voice over IP (VoIP)? (SC-19)
	
	
	

	38. Does the IS use VPNs? (SC-23)
	
	
	

	39. Does the system administrator keep IS patches up to date? (SI-2)
	
	
	

	40. Does the IS use updated anti-virus software? (SI-3)
	
	
	

	41. How often does the IS run the anti-virus software? (SI-3)
	
	
	

	42. Does the IS use NAT? How?
	
	
	

	43. Does the IS have its own DNS?
	
	
	

	44. Does the IS use NIS?
	
	
	

	45. Does the IS use DHCP?
	
	
	

	46. Does the IS use virtual hosts?  How many virtual hosts  does the IS have?
	
	
	


I certify that the statements made on this form and all attached statements are true, complete, and correct to the best of my knowledge.

This document must be signed by the responsible manager (such as Mission Director) for this IS.

_______________________________________       ______________________   ____________________
Name





Title




 Date

Sensitive But Unclassified (SBU) when completed

